Contract NAS8-36200
Modification No. 257

SECTION |

CONTRACT CLAUSES
-1 CLAUSES INCORPORATED BY REFERENCE (52.252-2) (JUN 1988)

This contract incorporates one or more clauses by reference, with the
same force and effect as if they were given in full text. Upon request, the
Contracting Officer will make their full text available.

(End of clause)
NOTICE: The following clauses are hereby incorporated by reference:

A.  FEDERAL ACQUISITION REGULATION (48 CFR CHAPTER 1)
CLAUSES

Clause No. Title

52.202-1 Definitions (Sep 1991)

52.203-1 Officials Not to Benefit (Apr 1984)

52.203-3 Gratuities (Apr 1984)

52.203-5 Covenant Against Contingent Fees (Apr 1984)

52.203-6 Restrictions on Subcontractor Sales to the Government (Jul 1985)

52.203-7 Anti-Kickback Procedures (Oct 1988)

52.203-10 Price or Fee Adjustment for lllegal or Improper Activity (Sep 1990)

52.203-12 Limitation on Payments to Influence Certain Federal Transactions
(Jan 1990)

52.204-2 Security Requirements (Apr 1984)

52.208-1 Required Sources for Jewel Bearings and Related ltems (Apr 1984)

52.209-6 Protecting the Government’s Interest when Subcontracting with
Contractors Debarred, Suspended, or Proposed for Debarment (Nov
1992)

52.210-5 New Material (Apr 1984)

52.210-7 Used or Reconditioned Material, Residual Inventory, and Former
Government Surplus Property (Apr 1984)

52.212-8 Defense Priority and Allocation Requirements (Sep 1990)

52.215-1 Examination of Records by Comptroller General (Feb 1993)

52.215-2 Audit -- Negotiations (Feb 1993)

52.215-21 Changes or Additions to Make-or-Buy Programs (Apr 1984)

52.215-22 Price Reduction for Defective Cost or Pricing Data (Jan 1991)

52.215-24 Subcontractor Cost or Pricing Data (Dec 1991)

52.215-26 Integrity of Unit Prices (Apr 1991) -- Alternate | (Apr 1991)
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FEDERAL ACQUISITION REGULATION (48 CFR CHAPTER 1) CLAUSES

Clause No.

52.215-27
52.215-33
52.2156-39

52.216-7
52-216-8
52.219-8

52.219.9

52.219-13
52.219-16
52.220-3
52.220-4
52.222-1
52.222-20
52.222-26
52.222-28
52.222-35

52.222-36
52.222-37

52.223-2
52.223-6
52.224-1
52.224-2
52.225-3
52.225-11
52.227-1
52.227-2

52.227-14

52.227-16
52.228-7
52.230-3
52.230-5

(Continued)
Title

Termination of Defined Benefit pension Plans (Sep 1989)

Order of Precedence (Jan 1986)

Reversion or Adjustment of Plans for Postretirement Benefits other than
Pensions (PRB) (Jul 1991)

Allowable Cost and payment (Mar 2000)

Fixed Fee (Apr 1984)

Utilization of Small Business Concerns and Small Disadvantaged
Business Concerns (Feb 1990)

Small Business and Small Disadvantaged Business Subcontracting Plan
(Jan 1991)

Utilization of Women-Owned Small Businesses (Aug 1986)

Liquidated Damages -- Small Business Subcontracting Plan (Aug 1989)
Utilization of Labor Surplus Area Concerns (Apr 1984)

Labor Surplus Area Subcontracting Program (Apr 1984)

Notice to the Government of Labor Disputes (Apr 1984)

Walsh-Healey Public Contracts Act (Apr 1984)

Equal Opportunity (Apr 1984)

Equal Opportunity Preaward Clearance of Subcontracts (Apr 1984)
Affirmative Action for Special Disabled and Vietnam Era Veterans (Apr
1984)

Affirmative Action for Handicapped Workers (Apr 1984)

Employment Reports on Special Disabled Veterans and Veterans of the
Vietnam Era (Jan 1988)

Clean Air and Water (Apr 1984)

Drug-Free Workplace (Jul 1990)

Privacy Act Notification (Apr 1984)

Privacy Act (Apr 1984)

Buy American Act -- Supplies (Jan 1989)

Restrictions on Certain Foreign Purchases (May 1992)

Authorization and Consent (Apr. 1984) -- Alternate | (Apr 1984)

Notice and Assistance Regarding Patent and Copyright Infringement
(Apr 1984)

Rights in Data -- General (Jun 1987) -- As Modified by NASA FAR
Supplement 18-52.227-14 -- Alternate | (Jun 1987) -- Alternate Il (Jun
1987) -- Alternate Il (Jun 1987) -- Alternate V (Jun 1987)

Additional Data Requirements (Jun 1987)

Insurance -- Liability to Third Persons (Apr 1984)

Disclosure and Consistency of Cost Accounting Practices (Aug 1992)
Administration of Cost Accounting Standards (Aug 1992)
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FEDERAL ACQUISITION REGULATION (48 CFR CHAPTER 1) CLAUSES

(Continued)
Clause No. Title

52.232-9 Limitation on Withholding of Payments (Apr 1984)

52.232-17 Interest (Jan 1991)

52.232-22 Limitation of Funds (Apr 1984)

52.232-23 Assignment of Claims (Jan 1986)

52.232-25 Prompt Payment (Sep 1992) (Insert 10th day for the period July 1, 1994
through December 31, 1998, subparagraph (b)(2))

52.232-28 Electronic Funds Transfer Payment Methods (Apr 1989) -- As Modified
by NASA FAR Supplement 18-32.908(a)

52.233-1 Disputes (Dec 1991) -- Alternate | (Dec 1991)

52.233-3 Protest After Award (Aug 1989) -- Alternate | (Jun 1985)

52.237-2 Protection of Government Buildings, Equipment, and Vegetation (Apr
1984)

52.242-1 Notice of Intent to Disallow Costs (Apr 1984)

52.242-13 Bankruptcy (Apr 1991)

52.243-2 Changes -- Cost-Reimbursement (Aug 1987) -- As Modified by NASA
FAR Supplement 18-43.205 -- Alternate V (Apr 1984) (Insert “60 days” in
lieu of “30 days” in paragraph (c))

52.244-2 Subcontracts (Cost-Reimbursement and Letter Contracts)(Jul 1985) --
Alternate | (Apr 1985)

52.244-5 Competition in Subcontracting (Apr 1984)

52.245-5 Government property (Cost-Reimbursement, Time-and-Material, or
Labor-hour Contracts) (Jan 1986)

52.245-18 Special Test Equipment (Feb 1993)

52.246-24 Limitation of Liability -- High-Value ltems (Apr 1984)

52.247-1 Commercial Bill of Lading Notations (Apr 1984)

52.247-64 Preference for Privately Owned U.S. - Flag Commercial Vessels (Apr
1984) -- Alternate | (Apr 1984)

52.248-1 Value Engineering (Mar 1989)

52.249-6 Termination (Cost-Reimbursement)(May 1986)

52.249-14 Excusable Delays (Apr 1984)

52.251-1 Government Supply Sources (Apr 1984)

52.251-2 Interagency Fleet Management System (IFMS) Vehicles and Related
Services (Jan 1991)

52.253-1 Computer Generated Forms (Jan 1991)

B. NASA/FAR SUPPLEMENT (48 CFR CHAPTER 18) CLAUSES

Clause No. Title

18-52.204-70
18-52.204-71

Report on NASA Subcontracts (Nov 1992)
NASA Contractor Financial Management Reporting (Dec 1988)

-3
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B. A/FAR SUPPLEMENT (48 CFR CHAPTER 18) CLAUSES
(Continued)
Clause No. Title
18-52.212-70 Notice of Delay (Dec 1988)
18-52.216-76 Award Fee (Dec 1991)
18-52.219-74 Use of Rural Area Small Businesses (Sep 1990)
18-52.219-75 Small Business and Small Disadvantaged Business Subcontracting
Reporting (Sep 1992)
18-52.219-76 NASA Small Disadvantaged Business Goal (Jul 1991)
18-52.223-70 Safety and Health (Dec 1988)
18-52.227-70 New Technology (Apr 1988)
18-52.228-72 Interparty Waiver of Liability During STS Operations (Dec 1988)
18-52.235-70 Center for AeroSpace Information (Nov 1992)
18-52.244-70 Geographic Participation in the Aerospace Program (Apr 1985)
18-52.245-70 Acquisition of Centrally Reportable Equipment (Mar 1989)
18-52-245-71 Installation-Provided Government Property (Mar 1989)
18-52.247-71 Protection of the Florida Manatee (Mar 1989)
18-52.250-70 Indemnification Under public law 85-804 -- NASA Contracts (Sep 1989) -
- Alternate | (Mar 1989)
18-52.250-72 Space Activity -- Unusually Hazardous Risks (Mar 1989)

1.2 REPRESENTATIONS, CERTIFICATIONS, AND OTHER STATEMENTS OF
OFFERS OR QUOTERS INCORPORATED BY REFERENCE (MSFC--

52.252-91)

AUG 1988)

The Representations, Certifications, and Other Statements of Offers or
Quoters (Section K of the solicitation document) as completed by the Contractor are
hereby incorporated in their entirety by reference, with the same force and effect as if
they were given in full text.

(End of clause)

1.3 FULL TEXT CLAUSES (MSFC--52.252-90)(AUG 1988)

The following clauses are attached hereto in full text:
Clause No. Title

52.216-10 Incentive Fee (Apr 1984)



Clause No.

52.223-3

52.227-9
52.243-7

1852.204-76

1852.252-70

Contract NAS8-36200
Modification No. 609

FULL TEXT CLAUSES (MSFC--52.252-90)(AUG 1988)
(Continued)

Title

Hazardous Material Identification and Material Safety Data (Nov 1991) --
Alternate | (Nov 1991)

Refund of Royalties (Apr 1984)
Notification of Changes (Apr 1984)

Security Requirements for Unclassified Information Technology Resources
(July 2000)

Compliance with NASA FAR Supplement (Mar 1989)

(End of clause)

(END OF SECTION)
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. 52-203-9 REQUIREMENT FOR CERTIFICATE OF PROCUREMENT INTEGRITY
MODIFICATION (NOV 1990)

DELETED

THIS PAGE INTENTIONALLY LEFT BLANK
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52.216-10  INCENTIVE FEE (APR 1984)

(@) General. The Government shall pay the Contractor for performing this
contract a fee determined as provided in this contract.

(b) Target cost and target fee. The target cost and target fee specified in the
schedule are subject to adjustment if the contract is modified in accordance with paragraph
(d) below.

(1 “Target cost,” as used in this contract, means the estimated costs of
this contract as initially negotiated, adjusted in accordance with paragraph (d) below.

(2) “Target Fee,” as used in this contract, means the fee initially
negotiated on the assumption that this contract would be performed for a cost equal to the
estimated cost initially negotiated, adjusted in accordance with paragraph (d) below.

(c) Withholding of payment. Normally, the Government shall pay the fee to the
Contractor as specified in the Schedule. However, when the Contracting Officer considers
that performance or cost indicates that the Contractor will not achieve target, the
Government shall pay on the basis of an appropriate lesser fee. When the Contractor
demonstrates that performance or cost clearly indicates that the Contractor will earn a fee
significantly above the target fee, the Government may, at the sole discretion of the
Contracting Officer, pay on the basis of an appropriate higher fee. After payment of 85
percent of the applicable fee, the Contracting Officer may withhold further payment of fee
until a reserve is set aside in an amount that the Contracting Officer considers necessary to
protect the Government's interest. This reserve shall not exceed 15 percent of the
applicable fee or $100,000, whichever is less.

(d) Eaquitable adjustments. When the work under this contract is increased or
decreased by a modification to this contract or when any equitable adjustment in the target
cost is authorized under any other clause, equitable adjustments in the target cost, target
fee, minimum fee, and maximum fee, as appropriate, shall be stated in a supplemental
agreement to this contract.

(e) Fee payable

(1) The fee payable under this contract shall be the target fee increased
by 40 cents for every dollar that the total allowable cost is less than the target cost or
decreased by 100 cents for every dollar that the total allowable cost exceeds the target cost.
In no event shall the fee be greater than 11 percent or less than 0 percent of the target cost.

(2) The tee shall be subject to adjustment, to the extent provided in
paragraph (d) above, and within the minimum and maximum fee limitations in subparagraph
(1) above, when the total allowable cost is increased or decreased as a consequence of (i)
payments made under assignments or (i) claims excepted from the release as required by
paragraph (h)(2) of the Allowable Cost and Payment clause.
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(3) If this contract is terminated in its entirety, the portion of the target fee
payable shall not be subject to an increase or decrease as provided in this paragraph. The
termination shall be accomplished in accordance with other applicable clauses of this
contract.

(4) For the purpose of fee adjustment, “total allowable cost” shall not
include allowable costs arising out of --

(i) Any of the causes covered by the Excusable Delays clause to
the extent that they are beyond the control and without the fault or negligence of the
Contractor or any subcontractor;

(ii) The taking effect, after negotiating the target cost, of a statute,
court decision, written ruling, or regulation that results in the Contractor’s being required to
pay or gear the burden of any tax or duty or rate increase in a tax or duty;

(ili)  Any direct cost attributed to the Contractor’s involvement in
litigation as required by the Contracting Officer pursuant to a clause of this contract,
including furnishing evidence and information requested pursuant to the Notice and
Assistance Regarding Patent and Copyright Infringement clause;

(iv)  The purchase and maintenance of additional insurance not in
the target cost and required by the Contracting Officer, or claims for reimbursement for
liabilities to third persons pursuant to the Insurance -- Liability to Third Persons clause;

' (v) Any claim, loss, or damage resulting from a risk for which the
Contractor has been relieved of liability by the Government Property clause; or

(vi)  Any claim, loss, or damage resulting from a risk defined in the
contract as unusually hazardous or as a nuclear risk and against which the Government has
expressly agreed to indemnify the Contractor.

(5) All other allowable costs are included in “total allowable cost” for fee
adjustment in accordance with this paragraph (e), unless otherwise specifically provided in
this contract.

() Contract modification. The total allowable cost and the adjusted fee
determined as provided in this clause shall be evidenced by a modification to this contract
signed by the Contractor and Contracting Officer.

(@) Inconsistencies. In the event of any language inconsistencies between this
clause and provisioning documents or Government options under this contract,
compensation for spare parts or other supplies and services ordered under such documents
shall be determined in accordance with this clause.

(End of Clause)

I-5.d




Contract NAS8-36200
Modification No. 257

52.223-3 HAZARDOUS MATERIAL IDENTIFICATION AND MATERIAL SAFETY
DATA (NOV 1991) -- ALTERNATE | (NOV 1991)

(a) “Hazardous Material”, as used in this clause, includes any material defined as
hazardous under the latest version of Federal Standard No. 313 (including revisions
adopted during the term of the contract).

(b) The offeror must list any hazardous material, as defined in paragraph (a) of
this clause, to be delivered under this contract. The hazardous material shall be properly
identified and include any applicable identification number, such as National Stock Number
or Special ltem Number. This information shall also be included on the Material Safety
Data Sheet submitted under this contract.

Material Identification No.
External Tank CPTO1MO9A, Part |
External Tank CPTO1MO9A, Part Il

(c) The apparently successful offeror, by acceptance of the contract, certifies that
the list in paragraph (b) of this clause is complete. This list must be updated during
performance of the contract whenever the Contractor determines that any other material to
be delivered under this contract is hazardous.

(d) The apparently successful offeror agrees to submit, for each item as required
prior to award, a Material Safety Data Sheet, meeting the requirements of 29 CFR
1910.1200(g) and the latest version of Federal Standard No. 313, for all hazardous material
identified in paragraph (b) of this clause. Data shall be submitted in accordance with
Federal Standard No. 313, whether or not the apparently successful offeror is the actual
manufacturer of these items. Failure to submit the Material Safety Data Sheet prior to
considered nonresponsible and ineligible for award.

(e) If, after award, there is a change in the composition of the item(s) or a
revision to Federal Standard No. 313, which renders incomplete or inaccurate the data
submitted under paragraph (d) of this clause or the certification submitted under paragraph
(c) of this clause, the Contractor shall promptly notify the Contracting Officer and resubmit
the data.

(f)  Neither the requirements of this clause nor any act or failure to act by the
Government shall relieve the Contractor of any failure to act by the Government shall
relieve the Contractor of any responsibility or liability for the Safety of Government,
Contractor, or subcontractor personnel or property.

(9) Nothing contained in this clause shall relieve the Contractor from complying
with applicable Federal, State, and local laws, codes, ordinances, and regulations
(including the obtaining of licenses and permits) in connection with hazardous material.
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(h) The Government’s rights in data furnished under this contract with respect to
hazardous materials are as follows:

(1) To use, duplicate, and disclose any data to which this clause is
applicable. The purposes of this right are to --

(i) Apprise personnel of the hazards to which they may be
exposed in using, handling, packaging, transporting, or disposing of hazardous materials;

(ii) Obtain medical treatment for those affected by the
material; and

(iii) Have others use, duplicate, and disclose the data for the
Government for these purposes. ,

(2) To use, duplicate, and disclose data furnished under this clause, in
accordance with subparagraph (h)(1) of this clause, in precedence over any other clause of
this contract providing for rights in data.

(3) The Government is not precluded from using similar or identical data
acquired from other sources.

()  Except as provided in paragraph (1)(2), the Contractor shall prepare and
submit a sufficient number of Material Safety Data Sheets (MSDS'’s), meeting the
requirements of 29 CFR 1910.1200(g) and the latest version of Federal Standard No. 313,
for all hazardous materials identified in paragraph (b) of this clause.

(1) For items shipped to consignees, the Contractor shall include a copy
of the MSDS’s with the packing list or other suitable shipping document which accompanies
each shipment. Alternatively, the Contractor is permitted to mail MSDS'’s to consignees in
advance of receipt of shipments by consignees, if authorized in writing by the Contracting
Officer.

(2) For items shipped to consignees identified by mailing address as
agency depots, distribution centers or customer supply centers, the Contractor shall provide
one copy of the MSDS'’s in or on each shipping container. If affixed to the outside of each
container, the MSDS’s must be placed in a weather resistant envelop.

(End of clause)
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52.227-9 REFUND OF ROYALTIES (APR 1984)

(a) The contract price includes certain amounts for royalties payable by the
Contractor or subcontractors or both, which amounts have been reported to the Contracting
Officer.

(b) The term “royalties” as used in this clause refers to any costs or charges in
the nature of royalties, license fees, patent or license amortization costs, or the like, for the
use of or for rights in patents and patent applications in connection with performing this
contract or any subcontract hereunder.

(c) The Contractor shall furnish to the Contracting Officer, before final payment
under this contract, a statement of royalties paid or required to be paid in connection with
performing this contract and subcontracts hereunder together with the reasons.

(d) The Contractor will be compensated for royalties reported under paragraph
(c) above, only to the extent that such royalties were included in the contract price and are
determined by the Contracting Officer to be properly chargeable to the Government and
allocable to the contract. To the extent that any royalties that are included in the contract
price are not in fact paid by the Contractor or are determined by the Contracting Officer not
to be properly chargeable to the Government and allocable to the Contract, the contract
price shall be reduced. Repayment or credit to the Government shall be made as the
Contracting Officer directs.

(e) If, at any time within 3 years after final payment under this contract, the
Contractor for any reason is relieved in whole or in part from the payment of royalties
included in the final contract price as adjusted pursuant to paragraph (d) above, the
Contractor shall promptly notify the Contracting Officer of that fact and shall reimburse the
Government in a corresponding amount.

(f)  The substance of this clause, including this paragraph (f), shall be included in
any subcontract in which the amount of royalties reported during negotiation of the
subcontract exceeds $250.

(End of Clause)
For paragraphs (c) and (f) above, the following information will be provided:

(1) Name and address of licenser.

(2) Date of license agreement.

(3) Patent numbers, patent application serial numbers, or other basis on which
the royalty is payable.

(4) Brief description, including any part or model numbers of each contract item
or component on which the royalty is payable.

(5) Percentage or dollar rate of royalty per unit.

(6) Unit price of contract item.

(7) Number of units.

(8) Total dollar amount of royalties.
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52.243-7 NOTIFICATION OF CHANGES (APR 1984)

(@) Definitions. “Contracting Officer,” as used in this clause, does not include any
representative of the Contracting Officer. “Specifically authorized representative (SAR),” as
used in this clause, means any person the Contracting Officer has to designated by written
notice (a copy of which shall be provided to the Contractor) which shall refer to this
subparagraph and shall be issued to the designated representative before the SAR
exercises such authority.

(b) Notice. The primary purpose of this clause is to obtain prompt reporting of
Government conduct that the Contractor considers to constitute a change to this contract.
Except for changes identified as such in writing and signed by the Contracting Officer, the
Contractor shall notify the Administrative Contracting Officer in writing promptly, within 10
calendar days from the date that the Contractor identifies any Government conduct
(including actions, inactions, and written or oral communications) that the contractor regards
as a change to the contract terms and conditions. On the basis of the most accurate
information available to the Contractor, the notice shall state --

(1) The date, nature, and circumstances of the conduct regarded as a
change;

(2) The name, function, and activity of each government individual and
Contractor Official or employee involved in or knowledgeable about such conduct:

(3) The identification of any documents and the substance of any oral
communication involved in such conduct;

(4) In the instance of alleged acceleration of scheduled performance or
delivery, the basis upon which it arose;

(5) The particular elements of contract performance for which the
Contractor may seek an equitable adjustment under this clause, including --

(i) What contract line items have been or may be affected by the
alleged change;

(ii) What labor or materials or both have been or may be added,
deleted, or wasted by the alleged change;

(i)  To the extent practicable, what delay and disruption in the
manner and sequence of performance and effect on continued performance have been or
may be caused by the alleged change;

(iv)  What adjustments to contract price, delivery schedule, and
other provisions affected by the alleged change are estimated; and

(6) The Contractor’s estimate of time by which the Government must
respond to the Contractor’s notice to minimize cost, delay or disruption of performance.

(c) Continued performance. Following submission of the notice required
by (b) above, the Contractor shall diligently continue performance of this contract to
the maximum extent possible in accordance with its terms and conditions as
construed by the Contractor, unless the notice reports a direction of the Contracting
Ofticer or a communication from a SAR of the Contracting Officer, in
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either of which events the Contractor shall continue performance; provided, however, that if
the Contractor regards the direction or communication as a change as described in (b)
above, notice shall be given in the manner provided. All directions, communications,
interpretations, orders and similar actions of the SAR shall be reduced to writing promptly
and copies furnished to the Contractor and to the Contracting Officer. The Contracting
Officer shall promptly countermand any action which exceeds the authority of the SAR.

(d) Government response. The Contracting Officer shall promptly, within 8
calendar days after receipt of notice, respond to the notice in writing. In responding, the
Contracting Officer shall either --

(1) Confirm that the conduct of which the Contractor gave notice
constitutes a change and when necessary direct the mode of further performance;

(2) Countermand any communication regarded as a change;

(3) Deny that the conduct of which the Contractor gave notice constitutes
a change and when necessary direct the mode of further performance; or

(4) In the event the Contractor’s notice information is inadequate to make
a decision under (1), (2), or (3) above, advise the Contractor what additional information is
required, and establish the date by which it should be furnished and the date thereafter by
which the Government will respond.

(e) Egquitable adjustments.

(1) If the Contracting Officer confirms that Government conduct effected a
change as alleged by the Contractor, and the conduct causes an increase or decrease in
the Contractor’s cost of, or the time required for, performance of any part of the work under
this contract, whether changed or not changed by such conduct, an equitable adjustment
shall be made --

(i) In the contract price or delivery schedule or both; and
(i) In such other provisions of the contract as may be affected.
(2) The contract shall be modified in writing accordingly. In the case of

drawings, designs or specifications which are defective and for which the Government is
responsible, the equitable adjustment shall include the cost and time extension for delay
reasonably incurred by the Contractor in attempting to comply with the defective drawings,
designs or specifications before the Contractor identified, or reasonably should have
identified, such defect. When the cost of property made obsolete or excess as a result of a
change confirmed by the contracting officer under this clause is included in the equitable
adjustment, the Contracting Officer shall have the right to prescribe the manner of
disposition of the property. The equitable adjustment shall not include increased costs or
time extensions for delay resulting from the Contractor’s failure to provide notice or to
continue performance as provided respectively, in (b) and (c) above.
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NOTE: The phrases “contract price” and “cost” wherever they appear in the

clause, may be appropriately modified to apply to Cost-reimbursement or incentive
contracts, or to combinations thereof.

(End of clause)
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1852.204-76 SECURITY REQUIREMENTS FOR UNCLASSIFIED INFORMATION
TECHNOLOGY RESOURCES (JULY 2000)

a) The Contractor shall comply with the security requirements outlined in NASA
Policy Directive (NPD) 2810.1, Security of Information Technology, and NASA Procedures
and Guidelines (NPG) 2810.1, Security of Information Technology. These policies apply to
all IT systems and networks under NASA'’s purview operated by or on behalf of the Federal
Government, regardiess of location.

(b) (1) The Contractor shall ensure compliance by its employees with Federal
directives and guidelines that deal with IT Security including, but not limited to, OMB
Circular A-130, Management of Federal Information Resources, OMB Circular A-130
Appendix lil, Security of Federal Automated Information Resources, the Computer Security
Act of 1987 (40 U.S.C. 1441 et seq.), and all applicable Federal Information Processing
Standards (FIPS).

(2) All Federally owned information is considered sensitive to some
degree and must be appropriately protected by the Contractor as specified in applicable IT
Security Plans. Types of sensitive information that may be found on NASA systems that the
Contractor may have access to include, but are not limited to --

(i)  Privacy Act information (5 U.S.C. 552a et seq.);

(i) Export Controlled Data, (e.g. Resources protected by the
International Traffic in Arms Regulations (22 CFR Parts 120-130)).

(3) The Contractor shall ensure that all systems connected to a NASA
network or operated by the Contractor for NASA conform with NASA and Center security
policies and procedures.

(c) (1) The Contractor’s screening of Contractor personnel will be conducted
in accordance with NPG 2810.1, Section 4.5 for personnel requiring unescorted or
unsupervised physical or electronic access to NASA systems, programs, and data.

(2) The Contractor shall ensure that all such employees have at least a
National Agency Check investigation. The Contractor shall submit a personnel security
questionnaire (NASA Form 531), Name Check Request for National Agency Check (NAC)
investigation, and Standard Form 85P, Questionnaire for Public Trust Positions (for
specified sensitive positions), and a Fingerprint Card (FD-258 with NASA overprint in Origin
Block) to the Center Chief of Security for each Contractor employee requiring screening.
The required forms may be obtained from the Center Chief of Security. In the event that the
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NAC is not satisfactory, access shall not be granted. At the option of the Government,
background screenings may not be required for employees with recent or current Federal
Government investigative clearances.

(3) The Contractor shall have an employee checkout process that
ensures--

(i) Return of badges, keys, electronic access devices and NASA
equipment;

(i) Notification to NASA of planned employee terminations at least
three days in advance of the employee’s departure. In the case of termination for cause,
NASA shall be notified immediately. All NASA accounts and/or network access granted
terminated employees shall be disabled immediately upon the employee’s separation from
the Contractor; and

(i)  That the terminated employee has no continuing access to
systems under the operation of the Contractor for NASA. Any access must be disabled the
day the employee separates from the Contractor.

(4) Granting a non-permanent resident alien (foreign national) access to
NASA IT resources requires special authorization. The Contractor shall obtain authorization
from the Center Chief of Security prior to granting a non-permanent resident alien access to
NASA IT systems and networks.

(d) (1) The Contractor shall ensure that its employees with access to NASA
information resources receive annual IT security awareness and training in NASA IT
Security policies, procedures, computer ethics, and best practices.

(2) The Contractor shall employ an effective method for communicating to
all its employees and assessing that they understand any Information Technology Security
policies and guidance provided by the Center Information Technology Security Manager
(CITSM) and/or Center CIO Representative as part of the new employee briefing process.
The Contractor shall ensure that all employees represent that they have read and
understand any new Information Technology Security policy and guidance provided by the
CITSM and Center CIO Representative over the duration of the contract.

(3) The Contractor shall ensure that its employees performing duties as
system and network administrators in addition to performing routine maintenance possess
specific IT security skills. These skills include the following:

(i)  Utilizing software security tools.
(ii) Analyzing logging and audit data.

(iii) Responding and reporting to computer or network incidents as
per NPG 2810.1.

(iv) Preserving electronic evidence as per NPG 2810.1.

(v) Recovering to a safe state of operation.
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(4) The Contractor shall provide training to employees to whom they plan
to assign system administrator roles. That training shall provide the employees with a full
level of proficiency to meet all NASA system administrators’ functional requirements. The
Contractor shall have methods or processes to document that employees have mastered
the training material, or have the required knowledge and skills. This applies to all system
administrator requirements.

(e) The Contractor shall promptly report to the Center IT Security Manager any
suspected computer or network security incidents occurring on any system operated by the
Contractor for NASA or connected to a NASA network. If it is validated that there is an
incident, the Contractor shall provide access to the affected system(s) and system records
to NASA and any NASA designated third party so that a detailed investigation can be
conducted.

() The Contractor shall develop procedures and implementation plans that
ensure that IT resources leaving the control of an assigned user (such as being reassigned,
repaired, replaced, or excessed) have all NASA data and sensitive application software
permanently removed by a NASA- approved technique. NASA-owned applications acquired
via a "site license" or "server license" shall be removed prior to the resources leaving
NASA's use. Damaged IT storage media for which data recovery is not possible shall be
degaussed or destroyed. If the assigned task is to be assumed by another duly authorized
person, at the Government’s option, the IT resources may remain intact for assignment and
use of the new user.

(9) The Contractor shall afford NASA, including the Office of Inspector General,
access to the Contractor’'s and subcontractor’s facilities, installations, operations,
documentation, databases and personnel. Access shall be provided to the extent required to
carry out a program of IT inspection, investigation and audit to safeguard against threats
and hazards to the integrity, availability and confidentiality of NASA data, and to preserve
evidence of computer crime.

(h) (1)  The Contractor shall document all vulnerability testing and risk
assessments conducted in accordance with NPG 2810.1 and any other IT security
requirements specified in the contract or as directed by the Contracting Officer.

(2) The results of these tests shall be provided to the Center IT Security
Manager Any Contractor system(s) connected to a NASA network or operated by the
Contractor for NASA may be subject to vulnerability assessment or penetration testing as
part of the Center's IT security compliance assessment and the Contractor shall be required
to assist in the completion of these activities.

(3) A decision to accept any residual risk shall be the responsibility of
NASA. The Contractor shall notify the NASA system owner and the NASA data owner
within 5 working days if new or unanticipated threats or hazards are discovered by the
Contractor, made known to the Contractor, or if existing safeguards fail to function
effectively. The Contractor shall make appropriate risk reduction recommendations to the
NASA system owner and/or the NASA data owner and document the risk or modifications
in the IT Security Plan.
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(i) The Contractor shall develop a procedure to accomplish the recording and
tracking of IT System Security Plans, including updates, and IT system penetration and
vuinerability tests for all NASA systems under its control or for systems outsourced to them
to be managed on behalf of NASA. The Contractor must report the results of these actions
directly to the Center IT Security Manager.

)] When directed by the Contracting Officer, the Contractor shall submit for
NASA approval a post-award security implementation plan outlining how the Contractor
intends to meet the requirements of NPG 2810.1. The plan shall subsequently be
incorporated into the contract as a compliance document after receiving Government
approval. The plan shall demonstrate thorough understanding of NPG 2810.1 and shall
include as a minimum, the security measures and program safeguards to ensure that IT
resources acquired and used by Contractor and subcontractor personnel --

(1) Are protected from unauthorized access, alteration, disclosure, or
misuse of information processed, stored, or transmitted:;

(2) Can maintain the continuity of automated information support for
NASA missions, programs, and functions;

(3) Incorporate management, general, and application controls sufficient
to provide cost-effective assurance of the systems' integrity and accuracy;

(4) Have appropriate technical, personnel, administrative, environmental,
and access safeguards;

(5) Document and follow a virus protection program for all IT resources
under its control; and

(6) Document and follow a network intrusion prevention program for all IT
resources under its control.

(k) Prior to selecting any IT security solution, the Contractor shall consult with
their Center IT Security Manager to ensure interoperability and compatibility with other
systems with which there is a data or system interface requirement.

) The Contractor shall comply with all Federal and NASA encryption
requirements for NASA flight programs (e.g., secure flight termination systems, encryption
for satellite uplinks, encryption for flight and satellite command and control for both up and
down link) and involve the Center Communications Security (COMSEC) Manager when
selecting encryption solutions.

(m)  The Contractor shall incorporate this clause in all subcontracts where the
requirements identified in this clause are applicable to the performance of the subcontract.

End of Clause
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52.252-70 COMPLIANCE WITH NASA FAR SUPPLEMENT (MAR 1989)

Any statements in this contract requiring compliance with specific provisions of the
Federal Acquisition Regulation (e.g., Subpart 45.5) shall be construed to require
compliance also with any corresponding implementing or supplementing provisions in the
NASA FAR Supplement in effect on the date of this contract.

(End of clause)
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ATTACHMENT J-1
STATEMENT OF WORK
EFFORT FOR EXTERNAL TANK PROJECT
ET-61 THROUGH ET-121:

1.0 SPACE SHUTTLE OBJECTIVES

1.1 © The primary objective of the Space Shuttle Program is to provide an economic
space transportation system that will support a wide range of scientific, defense and
commercial applications in earth orbit.

1.2 The major elements of the Space Shuttle Program are the Orbiter, the Space
Shuttle Main Engine (SSME), the Solid Rocket Booster (SRB) and the External Tank (ET).

2.0 REQUIREMENTS

This statement of work details the requirements for the production of Sixty External
Tanks (ET-61 through ET-121). The statement of work is divided in subparts identified as
follows:

2.1 Preproduction defines the requirements for the long-lead and preproduction
activities leading to the production of ET-61 through ET-121 which must be met by the Space
Shuttle External Tank (ET) Contractor in accomplishment of the Space Shuttle ET Project as
follows:

2.1.1 The contractor under Contract NAS8-33708, Exhibit “O” procured Long-Lead
Materials, issued purchase agreements to subcontractors and performed the related effort in
support of purchasing and subcontract long-lead procurement actions for External Tanks ET-
61 through ET-121. This effort is hereby transferred in its entirety from Contract NAS8-33708
and made an integral part of this contract.

2.1.2 The preproduction requirements encompass all efforts leading to the production
of External Tanks ET-61 through ET-121 (except as specified herein to be furnished by the
Government).

Preproduction is defined as follows:

1. Flight hardware material and subcontract for ET-61 through ET-121 A

2. Freight directly associated with shipment of flight hardware to
contractor.
3. Scrap and rework, consumables and expendables.
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4, All labor, travel, other material, and miscellaneous Other Direct Cost
(ODC)(through 12/31/88) or before the beginning of basic structure fabrication of ET Domes
and Intertanks in accordance with the delivery requirements of Attachment J-5.

5. Material operations labor, travel, other material and miscellaneous Other
Direct Costs.

6. Labor necessary to manage and report award fee performance.

2.2  Production. Defines the requirements for the manufacturing, assembly, test,
checkout, and delivery of 60 operational flight articles in order to meet the delivery schedule
established in Attachment J-5 of this contract. These requirements cover all effort, materials,
tooling, equipment, hardware, facilities, services and management (except as specified to be
provided by the Government) for the delivery of 60 External Tanks baselined as follows:

2.2.1 Thirty-four (34) External Tanks (ET-61 through ET-94) identified as Lightweight
External Tanks (LWT) as baselined per MMC-ET-CMO02 End ltem Specification
CPTO1MO9A as of December 31, 1988 (through SCN 321, dated 11/4/93).

2.2.2 Twenty-six (26) External Tanks (ET-96 through ET-121) identified as Super
Lightweight External Tanks (SLWT) as baselined by the addition of Appendix 40
to MMC-ET-CMO02 End ltem Specification CPTO1MO9A. The nonrecurring
portion of this effort for the Super Lightweight External Tank (SLWT) was
incorporated into the Contract by Supplemental Agreement 321. The recurring
effort was incorporated into the contract by Contract Modification 355.

2.3 The External Tank Work Breakdown Structure (WBS) submitted by Martin
Marietta Corporation Letter 94MO-0654 and approved June 23, 1994, provides a product
oriented relationship and organization of the various hardware, software, service, and other
tasks elements associated with the External Tank Project.

2.4  This effort will include support common to preceding and succeeding contracts that will
be allocated based on a mutually acceptable methodology established by the memorandum
cost allocation dated April 1988 and revised December 1990 for allocation between NAS8-
33708 and this contract. The acceptable methodology for allocation of direct support cost
between this contract (5™ Buy) and the succeeding contract (NAS8-00016 (6" Buy)) is
provided in Section H, Clause H.30 of Contract NAS8-00016. This methodology was agreed
during the negotiations of Contract NAS8-00016 as documented in the Confirmation of
Negotiations letter (Lockheed Martin reference 00MO-0710) dated October 18, 2000.
Adjustment to this methodology will occur only in the event of a government directed delivery
date (DD-250 date) adjustment as contained in Attachment J-5 to this contract and
Attachment J-7A of Contract NAS8-00016.”

J-1-2




Contract NAS8-36200
Modification No. 517

2.5  The contractor shall provide Post DD-250 External Tank storage and support
activities based on the Baseline Manifest Model 92-1, Rev. 2 for the period of
performance of this contract. Modifications of this Flight Manifest will be in accordance
with the provisions of the “Changes” clause.

2.6 The contractor has been provided as Government-Furnished Property Tooling
for a Production Rate of 24 External Tanks per year. These tools were procured under
Contract NAS8-30300. The Contractor will deactivate all tooling in excess of a rate of 10
tanks per year.

2.7  The contractor shall provide for the Post DD-250 storage, spares, transportation
services, special tooling/support equipment, and completion of Mod Kit Activities authorized
prior to June 28, 1991 for External Tanks produced under Contract NAS8-33708. The
Contractor shall accomplish the completion of Special Tooling as included in Attachment J-9.
These activities will be in accordance with the terms and conditions of Attachment J-9,
attached hereto, and are hereby made an integral part of this contract.

2.8  The contractor shall provide the effort to design, procure and store 5
additional shipsets of LWT hardware as defined by Contractor's proposal B02016-R1
dated July 18, 1997 and subsequently modified by Contractor's proposal B02024A dated
January 20, 1999. Parts/hardware will be received and securely stored at MAF. The
hardware shall be maintained to the procured design configuration.

2.9  The contractor shall achieve Year 2000 compliance as a performance metric
in accordance with the following guidelines:

2.9.1 “Year 2000 compliant,” as used herein, means that the information technology
(hardware, software and firmware, including embedded systems or any other electro-
mechanical or processor-based systems used in accordance with its associated
documentation) accurately processes date and date-related data (including, but not limited to,
calculating, comparing, and sequencing) from, into, and between the twentieth and twenty-first
centuries, and the years 1999 and 2000 and leap year calculations, to the extent that other
information technology, used in combination with the information technology being acquired,
properly exchanges date and date-related data with it.

2.9.2 Any information technology provided, operated and/or maintained under this
contract must be Year 2000 compliant. To ensure this result, the Contractor shall provide
documentation describing how the IT items or services demonstrate Year 2000
compliance, consisting of: (1) Company Developed Software - i.e. Product description;
Functional Application; Software Language; Number of Lines of Code; If Compliant,
Method of Validation; If not Compliant, Method of Correction and Validation; Date of
Compliance; (2) Commercially Available Off the Shelf Software - i.e. Product Description;
Functional Application; If Compliant, Vendor Certification of Y2K Compliance and Method
of Validation; If not Compliant, Method of Correction and Validation; Date of Compliance;
(3) Hardware - i.e. Description of Each Item (Product Manufacturer, Processor Type);
Functional Application; If Compliant, Vendor Certification and Method of Validation; If not

‘ Compliant, Method of Correction and Validation; Date of Compliance.
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2.9.3 Milestones for Renovation, Validation and Implementation: Any IT determined
to be non-Year 2000 compliant shall be replaced, retired or repaired in accordance with the
following schedule: :

2.9.3.1 “Renovation” includes making and documenting software and hardware
changes, developing replacement systems, and decommissioning systems to be retired. The
Contractor must complete renovation of affected software, hardware and firmware by
September 30, 1998.

2.9.3.2 "Validation” includes unit, integration, system, and end-to-end testing for Year
2000 compliance. The Contractor must complete validation and testing of converted or
replaced systems by January 31, 1999.

2.9.3.3 “Implementation” includes acceptance testing and integration of converted
and replaced systems into a production environment. The Contractor must complete
implementation by March 31, 1999.

2.9.4 At a minimum, the Contractor shall provide documentation, including project plans
and status reports, which demonstrate that the Contractor is meeting the milestones listed
above.

2.10 The contractor shall procure one shipset of the common SLWT hardware and
materials to support the potential substitution of an ALWT for an LWT.

2.11  The contractor shall perform ALWT design effort as scoped in engineering change
proposal B02024A. This effort shall not include weld certifications or manufacturing process
plans. Direction to implement the ALWT design change shall be the subject of separate
contractual action.

2.12  The contractor shall weigh at the Michoud Assembly Facility, External Tanks ET-92
and ET-103 through ET-106 after DD250, and External Tanks ET-93, 94 and ET-107 through
121 prior to DD250.

2.13 The contractor shall be responsible for required material property testing as defined
in PCP B81483-R1; Implementation of Friction Plug Weld Tests for pull process” with the
exception of those tests to be performed by NASA as defined in Attachment J-4. The
requirements in this paragraph are hereby deleted in its entirety per SA 650.

2.14 The contractor will design, fabricate and test 5 ET camera mod kits. Installation will
require NASA'’s direction by separate contractual action.
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3.0 INDEX OF COMPLIANCE SPECIFICATION, DOCUMENTS AND DEVIATIONS

The following documents, with the issue dates as listed, form a part of this Statement
of Work. Documents as incorporated by reference throughout this Statement of Work shall
be deemed to be the issue date and/or revision set forth in this index. The documents
identified herein are listed for configuration or requirements identification purposes only.
Hardware modifications to the items procured herein will be enabled pursuant to the clause of
this contract entitied “Changes -- Cost Reimbursement -- Alternate V”.

3.1

Document Number

(CPTO1MO9A)

(Part 1)

(CPTO1MO9A)

(Part 1)

NOTE:

3.2

Title and Date

Prime Equipment Detail Specification, Part | of

two parts, Performance Design and Verification
Requirements, External Tank (LWT-1 and Subs)(CEI
No. TO1MO09A) for Space Shuttle Program, dated
April 9, 1980, through SCN 318 (August 31, 1993).

Prime Equipment Detail Specification, Part Il of
two parts, External Tank (CEI No. TO1TM09A)
for Space Shuttle Program, dated May 3, 1983,
through SCN 060 (September 1, 1993).

Subsequent applicable Specification Change Notices (SCNs) shall
be listed in the appropriate Specification Change Log, incorporated

herein by reference.

Contractor Documents

Document Number

MMC-ET-CMO01-B

MMC-ET-MA73-1

MMC-ET-RA03-C

Title and Date

External Tank Project, Configuration Management
Plan, dated April 29, 1983, through DCN 059 dated
August 4, 1993.

Facilities Operating Plan, Revision B, Dated
September 30, 1993.

External Tank Project, Safety, Reliability and
Quality Requirements and Implementation
Document, dated January 24, 1980, through
DCN 018 dated February 8, 1993.
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. Document Number
MMC-ET-RA05-E

MMC-RA12-B

MMC-ET-SE13-D
MMC-ET-SE16-E
MMC-ET-SE16(A-1)-K
MMC-ET-SE16(A-2)-L

MMC-ET-SE42-C
MMC-ET-TM01-1-C

MMC-ET-TM04k-B
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Title and Date

Failure Modes Effects Analysis (FMEA) Procedure,
dated September 15, 1993.

Contamination Control Plan, dated May, 1986,
through DCN 019.
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